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Email scams are when you receive amail from someone purporting to be a genuine person or company, but is actually anonline fraudster trying to
trick you into disclosing personal information. This is often referred to as ‘phishing’. Normally, people click on the links in an email assuming that they
will be directed to a trustworthy website — but fake sites, closely resembling the real thing, are increasingly being set up by cyber criminals specifically
to capture your personal information, which could in turn jeopardise your financial, emotional and possibly even physical wellbeing.
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Hijacked Accounts
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Never input any personal information into websites that
you are unfamilior with. f you were redirected ontoa
certain poge by clicking alinkinon email, entering your
persona detoils could then give oway your locotion or
other key informatian to the scommer. This could then
put you in physicol donger as the cy ber criminals would
know exoctly where to findand approac hyou.

if youare unformi liar with the sender, it ‘s sofest to simply
not open anemail. When an email makes you wary, mark
itas junk (to reduce the chance of any recurring issues)
andthendelete it. Aworeness of phishingis the primary
method of defence against malicious emails Once
someone knows how to identify ond deal with scam
emails, they are for less likely to fall prey to them in future.
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Paoy close attention toany speliing mistake sor

gramm oticol arrors. Many scam emails con be spotted this
way, as they often tend to contain these types of mistakes.
Make sure your child knows thot ifthey do spot this sort of
tell-tale error and is not sure who the email come from, its o
good idea to sither delete the ermail or repart itto atrusted
odult to prevent any possible future horm.

If you or your c hild ever see any files os attoc hments.on email s that you are uncertain

If you or your c hild wish to visit aparticulor website, it's sofest to avoid clicking on alink in
anamail to toke you there. instead, find the site through your search engine or manualby
type the address into your browser. This significantly reduces the possibility of being
redirected to obogus website whe e fraudsters could capture your personal infarmation
after you enter it

about, do not download them or ewven click onthem: this could result in your systems

being infiltroted.if your devices ot home do not already howe anti-virus software, you
shouldinatall sorme and ensure it is regul orly updated. This will help youto detect and
remowve any dangerous files os soonos possible.
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Meet Qur Expert

Formedin 2016, KryptoKloud provides cyber security andresllience solutionsto
its custorners. With officesin the UK, the company offers manoged service
opanotiond pockoges including cyber se curity monitaring ond testing, risk
oudit, threatintsl igence and incident responea.
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