AtNational Onfina Sofety, wo boova inompoworing parents, c orors and trusted adufts wi th the information to hold aninformeod convorsotion about online saofoty with thelr childron, shoul dthoy
faol it isn oaded. Thisguide focuseson ane isswe of many whichwe baliove trus ted adults should ba awar o of. Please vis twwa naticnalonting sofoty.cam far furthar gui des, hints and tips for odults.

What Parents & Carers Need to know about

A deepiake is an extremely convincing piece of media that is created using artificial intelligence (A1), based on pictures and recordings of
the subject. The name comes from the deeplearning approeach to Al needed to generate them and the fact that they're used to create
fake content. Deepfakes can be made as videos, static images and audio -~ where a person’s vVolce is accurately mimicked to make it
seem as though they have said something which, in reality, they have not.
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The most cbvious use to dote =

hasbeen tospread fake news; a
palitician or well-known figure
can beundermined by
someans putting domaging
words into their mouths. Far
example, in 2018, a videoof
Donald Trum p advising the
people of Belgium an climate
change wos revealed tobs o
deepiake, while in 2021a
comvincing parody account
supposedly belonging to Tom
Cruise went viral on Tik Tok.

Potential for Extortion

A gophisticoted deepfake
videso could be used for
extortion, even if someona has
not done anything tobe
biockmailed over. A deeploks
could believably showa
parsan in a.com

position, and = even if that
individual wos never actually
presant = the mere threat of
the video baing circulated on
the internat could be encugh
to coarce tham into poying a

Fraudulent Use —

Deapfakes are mainly
asaociotedwith video clips, but
oudio versione doexistand one
infact much simpler to create.
Thess carry obvious criminal
potentiat to cormmit finencial
fraud, forinstonce. itis possible
for someone tobe fooledthatao
trusted pargon gove specific
instructions or outhori sation
duringa phone coll, while a foke

A 2019 study by research
company Sens ty Al found that

This invalves realistically

sing the faces of
ather people (usually celebrities
orpublic figures, butmambers
of the public have been victims,
toa) ontothe bodiesof actors in
porn movies Mot only couldthis
beused as a type of extortion,
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Keep Profiles Private

Ensure thatyou and your family maintain a relatively limited
public presence on social media. By enabling privacy
restrictions, you con help to preventscommers fram hoving

access to images, videoand audio clips from which they could
easily copy your voice and facial likeness

Trust Your Instincts

Ask yourself whether the cantentof o video seems plausible. Ifthe person intheelip is
aeting out of charaeter [far example, using unexpectedly sensational or divisive
bnguugﬂ],lt could be a sign ofa deepfake. Investigate the soures: newly crected
accounts orwehsitesare oftensuspect Check if any previous posts from that
account display an ideclogy that would want to either glorify or discredit the speaker.

Meet Qur Expert

Alan Martin is.onexperienced technologyjournalistand the former deputy editor of '_.l

technology andinternet cultume website Alphr. How freelance, he has contributed
orticlesto publicotions includ ng the New Siotesman, CHET, the Fvaning Stondond,

Wired, Rock Popar Shotgun, Girmodo, Pocket Gamer, Siuff, T3, PC Pro, Maciworid, -

TechRodar ond Trusted R eviews.

@ wwwnationalonlinesafety.com v@nutonlinesufety ﬂfNutimulOnlineSufety

Search for Other E\.'IdEnl:‘e

Ifthe videois supposedly of aprominent public figure, thenitis probable thot whotever
theysaid on the clipwould haove also been recorded by sameane else (sspadn‘ltylfi‘t
mupul'rt]ucﬂspeed‘l].ﬂmg‘ls the persan‘’s nomme with afew words of whatever they
said in quotationimarks. f no matching search results come up — and the video hasnat
been covered by any news outlets —thenitis likely you are looking ot a deepfals.

Look at Details ' @

The processthat creotes deepfokes sometimes leoves obvioustraces. Look out for
blurry edges and flickering onfoces —espacially on textures that are difficult to
replicats, such as halrstrands. Oddly rendared testh ora lock of Blinking may olso be
clues, Pay close ottentionto whethar the person’'smouth movements directly
correspondtothe words spoken: mony omate urdee pfakes fall ot this hurdile.
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